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Foreword

Why Another Browser?

When you mention the word “browser” most people will think about Mozilla Firefox, Google
Chome or Microsoft Internet Explorer. Some might think about Safari or Opera. Some may even
think about Lynx, Netscape Navigator or some other old browser.

So there are plenty of browsers out there already, why yet another browser?
Simple: None of those offered privacy and security features that I wanted out-of-the-box.

Sure, I could always install extensions and 3™ party software for Firefox and Chrome to do these
things. I could tweak about:config settings of Firefox for endless hours, tweaking cookie settings,
disabling geo location, disabling saving ssl content to disk, etc...........

I could have (and have done) all this. Zillions of times. Everytime I needed new computer.
Everytime Windows crashed and I had to install it all over again.

Every damn time I had to go over and over the same ritual of downloading Firefox, downloading
NoScript, downloading HTTPS Everywhere, downloading Adblock Edge, getting all the filters for
Adblock Edge, tweaking about:config settings, yadda-yadda-yadda .......

Also, in addition, I absolutely hate ads!

And I wanted to be in charge of my browser and know exactly what it was doing.
These three things: Simplicy, Privacy & Control were the things that I needed.

So one day I said to myself: %&#! all this! [ will make myself an browser that has by default,

without installing any extra software, all the privacy and security features that I need! And one that
will block ads & trackers too and run from USB stick if needed!”

And so the CyberDragon Browser 1.0 was born ...
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Minimum System Requirements
These are the absolute minimum system requirements:

Intel Pentium III Processor (won't work with CPU that does not have MMX and SSE)
40+ MB free RAM (the more tabs you have open the more it will need)
140 MB free hard drive space

Windows Professional SP3 (Windows 7 recommended)

General

Here's the normal view that you see when starting CyberDragon browser:
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Take a deep breath. You're safe here.

Click here to leam the top 10 ways StartPage protects your privacy. -




And here's a very quick view of the basic functionality, more details follow.

Blocked Trackers counter.
Actual blocked trackers can
be seen from Tracker
Blocker tab (Alt+ T)

Print (Ctrl + P), Print as PDF,
Zoom In (Ctrl + +) & Zoom
Out (Ctrl + -)

Find text (Ctrl + F), Find next (F3), Hide/Show Settngs (F12)

Find previous (Shift + F3)
, Highlight all matches, Case sensitive
matching & ”What's this” button
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Previous page (Backspace), Joading left
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User Agel

¥world's most private search engine ~ Splitter area (move mouse untill it
changes to two-
sided arrow, then click and drag to
resize settings area to suit your needs)
For hiding settings use Hide/Show

button

® enhanced by
‘ Google

Details

Add to Safari | Set as homepage

® 2014 - Privacy

User-Agent

Take a deep breath. You're safe here.

Click here to leam the top 10 ways StartPage protects your privacy. -

A? ”What's This?” Button

You click this button and then hover mouse over some other GUI  widget. If the cursor will change into a
question mark then it means that particular widget provides some additional information that you will get after
clicking it. Many of the controls in General tab provide additional info when clicked with ”What's This?”
enabled.

p  Hide/Show Button
By clicking this button you can hide and show the CyberDragon settings.
Splitter

When you move mouse cursor over splitter area the cursor will change to two headed arrow.
Keeping left mouse button pressed down and dragging to left or right you can resize settings area.




Prevent Google Tracking Redirect Links
Prevent Google Tracking Redirect Links

I got idea for this from here (seems to be offline now) http://blog.ssokolow.com/archives/2011/11/08/bypassing-
google-tracking-redirects-with-https-everywhere/

That blog explained very clearly how Google Search tracks all the links you click throught it. Enabling this
feature and after the Google page has completely loaded, CyberDragon will dynamically rewrite those tracking
links to their normal, non-tracking form. Enabling HTTPS Enforcing option from Encryption tab will also
enable this option.

Note: You must let the Google Search page to load completely for this to work, so don't rush. Only after it has
successfully and completely loaded (100%) will CyberDragon rewrite those links. This was done because of
code simplicy and performance reasons.

HTTP Referer hiding
Remove HTTP Referer

If checked then CyberDragon will not send any HTTP referer field to web servers. HTTP Referer is
one way of tracking you altought not as popular as cookies and other ways.

For more information about HTTP Referer visit:
https://en.wikipedia.org/wiki/HTTP_referer#Referer_hiding

For testing that HTTP Referer hiding works visit:
http://darklaunch.com/tools/test-referer

You need to have JavaScript enabled for above test page.

User-Agent spoofing.
User Agent Spoofing
@ Manually ) Randomly from list
Description . ser-Agent it
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Here you can control the User-Agent string that is sent by CyberDragon to web servers.There are
two cases where this might be useful:

Case 1. You want to prevent trackers from identifying your browser. To do this either choose
Manually and write anything you wish to User-Agent field or select Randomly

from list.

If you chose Manually and leaved User-Agent field empty then the default User-


http://darklaunch.com/tools/test-referer
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http://blog.ssokolow.com/archives/2011/11/08/bypassing-google-tracking-redirects-with-https-everywhere/
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Case 2.

Agent string is sent.
The default User-Agent string is the form of:

Mozilla/5.0 (%Platform%%Security%%Subplatform%) Apple WebKit/
%WebKitVersion% (KHTML, like Gecko) CyberDragon Safari/% WebKitVersion%

In this string the following values are replaced at run-time:

%Platform% expands to the windowing system followed by "; " if it is not Windows
(e.g. "X11; ™).

%Security% expands to "N; " if SSL is disabled.

%Subplatform% expands to the operating system version (e.g. "Windows NT 6.1" or
"Intel Mac OS X 10.5"

%WebKitVersion% is the version of WebKit the application was compiled against.

You can also choose some of the predefined User-Agent strings from the list and if
you wanted to, edit them to your wishes.

Note: If you really want to send "empty" User-Agent string then you can do so by inserting one
space to User-Agent field. However, some pages (https://startpage.com for example) do not like
the idea of empty User-Agent strings and will start complaining.

There are some web pages that are only accessible by specific browser. In that case
select one of the predefined User-Agent strings and edit the User-Agent field if
needed to.

Note: There is currently no controls to add/change or delete predefined User-Agent strings from the list but if
you really want to do it you can open file called useragents.txt from the CyberDragon folder and change it to

your wishes.

For more information about User-Agent string see:
https://en.wikipedia.org/wiki/User_agent#User_agent spoofing

For testing your User-Agent string
http://whatsmyuseragent.com
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Tracker Blocker.

Stop Tracking me Dammit!

Well, not anymore!

Heres where the magic happens.

Everytime you visit some site you will be silently and invisibly tracked by organisations, institutions,
goverment agencies and most importantly companies. The reasons they track you varies from control to making
just plain puck with your surfing habits. They invisibly and forcibly load your computer with unwanted and
unneeded banners, scripts, widgets, advertising and other stuff, slowing your Internet connection, slowing your
computer, invading your privacy, exposing you to security risks and most importantly making billions of dollars
with your data.

CyberDragon has built-in tracker blocker that let's you see who the trackers are and block them. It will let you
to track the trackers!
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@ NOT CLEAN!

At the top right corner of the browser view you see how many trackers were found on this specific page. This
number does not include any blocked cookies (more of that later), just the trackers that could be found. In
addition to this numerical information it will also loudly tell you that this page was filthy by red orb with thumb
down and message NOT CLEAN!

For sites that does not include any trackers (yes, there are those. For example: https://startpage.com ) it will
show zero trackers and green orb and message CLEAN!
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Take a deep breath. You're safe here

Click here to leamn the top 10 ways StartPage protects your privacy. B



https://startpage.com/

Then you have the master tracker blocker view that currently has over 6000 tracker blocker rules. And just
below that you have the Blocked trackers view that will show you the bad guys URL and the rule that matched
it. This is especially important to know because without knowing the correct tracker blocker rule you might not
be able to disable it for temporarily.

| General | Tracker Blocker Cookie Contraol I Proxy | Encryption I Cache g

Blodk Trackers
Humber of Tracker Blocking Rules Loaded: 6704

-
Fule i

F/bannerdata |—|
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Ostatsh,.com
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[Import Rules ] [Export Rules ] [Sa'ue Changes

Now why would you want to disable a tracker blocker rule? Even for temporarily? Well, you see, sometimes
some sites use trackers as part of their functionality.

For example, YouTube comment feature uses tracker(s).

I don't currently remember the specific rule(s) but it might be the rules s\.youtube\.com and s2\.youtube\.com.
In addition you might need to enable some cookies on Cookie Control tab and also check for blocked mixed
content from Encryption tab. Lot's of trouble just for enabling YouTube video commenting .....

Or it might be that there is an actual legitame site that has ended up because of my mistake into that master
tracker blocker rule list (Hey! Im a human being. And human beings make errors) and you need to disable it, or
maybe even remove it.

Let's go throught all the options you can do with this master blocker list.
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First: Disabling/Enabling Tracker Blocker Rule.

Like I told before you can temporarily disable/enable tracker blocker rule from the list by just clicking the
checkbox in front of the rule. It might be that you want to just test if some rule is giving you trouble or not.
Much easier than removing, testing, adding routine that you would have to do otherwise....

%] TdLEFUURLLUITL f LEdLRINY W)
[] facebook\.com/plugins/like\.php\?
[¥] facilitatedigital\.com

Let's temporarily disable facebook\.com/plugins/like\.php\? rule.
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And then reload page. As you can see the tracker count is now 18 and you will also see facebooks like widget
appearing this time. There is also no facebook\.com/plugins/like\.php\? appearing on Blocked Trackers view
this time. Now that you have corfirmed that tracker blocker works please enable
facebook\.com/plugins/like\.php\? rule again.

Saving Changes

Save Changes

None of the operations, except disabling/enabling tracker rule and exporting rules to file, are saved without
pressing this button. Because we are talking about master tracker blocker rule list here (the very thing that
makes blocking those trackers possible) I have decided that you must corfirm all the changes you make to it
(importing, adding, changing and removing) permanent by pressing this button. Think it like as a last chance
before there is no turning back in case you make a very serious mistake to the list (actually, there is hope even
in that case: you can close the CyberDragon and manually edit file called filters.txt but you know how fun that
is .... ). After you have pressed this button the CyberDragon will tell you what operation(s) you have made to
master tracker blocker rule list.

Adding completely new Tracker Blocker Rule.

You can add completely new tracker blocker rule by right clicking with mouse over master tracker blocker list
and selecting ”Add Tracker Blocker Rule”.
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Tracker Blocker Cookie Control I Proxy | Encryption Cache Dowrloads |4{»

Block Trackers
Number of Tracker Blocking Rules Loaded: 6704
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Otracker.com
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Remowve tracker blocker rule ...

[ Import Rules ] [ Export Rules ] [Saue C.hanges]

It will add an new empty field at the top of that 6000 list where you can type the name of the bad guys
domain/subdomain or specific URL that points to some path or file. This list is automatically sorted so after you
have pressed Enter it will put this new rule into it's proper place, unless it is an duplicate rule.

Duplicates are silently discarded to keep this list as compact as possible. Empty fields, however, are currently
not discarded. So be carefull to not give any empty fields (they will end at the top of the list) and remove them!

Let's add a new rule that is missing from that list: adrotate.se

Humber of Tracker Blocking Rules Loaded: 6704

e
Fule

Number of Tracker Blocking Rules Loaded: 6704

-
Rule

L
F/bannerdata

Press Enter and finally click ”Save Changes”

12



Added Hew Tracker Blocker Rule(s) E’,
(closing in: 12)

Added 1 new tracker blocker rule(s) ...

Tracker Blocker minloads I: H" I
Block Trackers
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[I.rnport Rules ] [Elq:iort Rules ] [Saue Changes]

As you can see CyberDragon will inform you that it has added new tracker blocker rule. If you had not pushed
”Save Changes” button then all the changes you would have made so far with the master list would have
disappeared at the exit of CyberDragon. Now remember, CyberDragon keeps this list sorted. So if you wonder
where your brand new rule went just scroll down the list.

Removing Tracker Blocker Rule.

Pretty simple. Just click the rule (or rules, you can press Shift + left mouse button or Ctrl + left mouse button to
select multiple rules) that you want to remove and select "Remove tracker blocker ruel” from context menu that
pops up with right mouse click over master tracker blocker view.

adroll..com
|[¥] adrotatel.se

[¥| adrolaysi.com ‘ |
i

ads\.pubmatic'.com Add tracker blocker rule ...
adsafemedia\.com Remove tracker blocker rule ...
ac!safe;:.tmtected\.cum Deselect tracker blocker rule(s) ...

[Lrnpcrt Rules ] [EHIDOFt Rules ] [Sa'ue Changes]

Changing Tracker Blocker Rule.

What? You found a mistake in master list? Okay. In that case just double-click on the rule that needs correction
and press Enter-key.

adroll.com

[Elldrotate'. s= I

ads\.pubmatic.com
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Importing Tracker Blocker Rule.

Impart Rules

This is a much much much easier way of adding new tracker blocker rules (especially if you have lot's of them)
than the method mentioned previously. Basically you make a normal text file which contains one rule at each
line, click this button, select your file and press Ok. Your new rules will be merged to master rule list
(duplicates and empty lines are skipped tought...). When you are happy press ”Save Changes” button. This is a
great way to add and share rules with other CyberDragon users and keep the list up-to-date.

Exporting rules.

Export Rules

And lastly, there is a way you can export rule(s) to an external text file (so that you can share them with your
fellow CyberDragon users later). If you have not selected any specific rule(s) from the list then pressing this
button will export the whole list (as does selecting one rule from the list, pressing Ctrl + A and then pushing
Export button). If you want to export some specific rule(s) then press Shift + left mouse button (or Ctrl + left
mouse button if you don't want continuous selection) and then press Export button.

Now you know all the functionality of the Tracker Blocker tab. However, one word about the format of those
rules. Why they look so funny ? Why it reads s\.youtube\.com for example? Instead of just s.youtube.com ?

The reason is that they are regular expressions.
Regular expressions is too deep subject to handle here but I will give few quick examples.

Let's just say that they offer a way to make a very compact list of tracking rules if need to. For those interested
please check the following links:

http://perldoc.perl.org/perlretut.html

http://qt-project.org/doc/qt-5.0/qtcore/qregularexpression.html

Characters dot (.), asterix (*), question mark (?) and plus (+) have a special meaning in regular expressions. If
you meant literal of those characters then you have to prefix them with '\' character.

= means any character.
So example.com would be wrong. It would match exampleecom, example2com,
exampleucom etc... Right domain match rule in this case would be example\.com

* = means zero (0) or more occurences of the character before it.
So .* means “zero or more occurences of any character”
For example: example.*\.com would match example.com, example12343.com,
examplebaddomain.com etc....

examplel*\.com would match: example.com, examplel.com, examplel1.com,
examplelll.com etc...

{m} = Match exactly m characters before it. Rule example\..{2} would match exmple.it.
example.fr, example.jp, etc..
Rule exaple\..{3} would match: example.com, example.gov example.edu etc...

{m,n} = Match at least m but at most n characters before it.

Rule example\..{2,3} would match: example.de, example.gov, example.fr,
example.edu etc...

+ = means at least one (1) or more occurences of the character before it.
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Rule example+\.com would match example.com, examplee.com, exampleeeee.com
etc..

[] = Set of characters.
| = Alternative (OR operation)
And now the examples:

Example 1: There is an bad guy throwing targeted ads analyzing and profiling at fictious domain evilads.com.
We have rule evilads\.com in our list and it is blocking their crap nicely. Now, they suddendly registered three
new domains: evilads.fr, evilads.jp and evilads.de.

Instead of adding three more rules for these rules we change the old rule to this:
evilads\.[com|ft|jp|de]+

That '' character means OR operation. So what this rule basically says is: "Match all domain names that include
evilads. and that end with com OR fr OR jp OR de. All with just one line of rule! Without regular expressions
we would have to write four rules (for com, fr, jp and de)!

Example 2: Bad guys at previous example went crazy and registered all the remaining tld domains for their
name. Last time I checked, there were over 100+ tlds ... So instead of writing 100+ blocking rules we change
our old rule to this: evilads\..{2,3}

Yes, just one rule that will block all their domains. That is basically: ”Match all domain names that include
evilads. and that has at least 2 character (like de, ft, jp, gh etc..) but at most 3 character (like com, edu, mil
etc..) ending.

One rule. Over 100 matches.

By now Im sure you have realized the power of regular expressions.

Final note before we go to Cookie Control: All Blocker Trackers views and the number of trackers blocked,
are tab specific. That means, each tab handles it's own tracking blocking, cookie blocking (next chapter) and
mixed content blocking (last chapter).

Each tab is like mini browser contained on it's own private window (tab) with private network manager, private
cookie control, private encryption control, 6 concurrent connections per tab (current Qtwebkit limitation) but
shared disk cache (if enabled).
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Cookie Control.

Crunshing Cookies '

Network cookies are small text files that are stored on your computer hard drive by your browser each time you
visit certain websites. The data they store about you in those cookie files is specific to server you have just
connected and you have no control of it. Further, those sites could allow third parties to store even more cookies
on your hard drive.

It's important to note that not all websites use cookies. There are cookie free sites and not all cookies are bad
(althought most of them are).

There are basically two uses and two types of cookies:
1. Persistent cookies (non-session cookies, tracking cookies)

These are cookies that are used to track you and have very rarely any other use. They are used by
companies to track your surfing habits so that they can profile you and send you ads and make money.
There are very very few cases where permanent cookies have valid usage.

Cookie usage: Tracking, selling ads and very rarely anything else.

2. Session cookies

These cookies have a lifetime only while you are logged into a certain service, like online bank,
webmail or any other service that needs authentication. These type of cookies have valid usage. For
example: without session cookies you would have to type your username and password each time over
and over again when you browsed throught your webmail. Session cookies will be destroyed after you
have logged of the service.

Cookie usage: Making the many online services possible to use.

Traditionally, you would have very little control of what cookies to accept.

You could tell browser to either block all cookies (which is not really practical if you want to use Gmail, Yahoo,
Facebook or even your online bank), allow all cookies (which would not be very smart, unless of course, you
enjoy getting Viagra and diet ads into your mail) or something middle between.

We are interested of this middle ground.

With some browsers, you could further restrict cookies by blocking 3™ party cookies and maybe even allowing
only session cookies. CyberDragon Browser goes even further with this protection. By default it will allow only
cookies that are:
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1.

Secure.

Cookies that have Secure attribute set will be only sent throught encrypted HTTPS connection. This
will make hijacking your cookies with packet sniffers much much harder.

Sites that use authentication (like online banks) usually use Secure attribute with their cookies.
Safe.

Cookies that have HttpOnly attribute set will not be possible to acces and manipulate with JavaScript
scripting language. This restriction will mitigate (but not completely eliminate) XSS- (cross-site-
scripting) attacks. Sadly few sites are setting their cookies with HttpOnly attribute.

Note that the name is little bit of misnomer: Cookies that have HttpOnly attribute set can be send
throught HTTPS connections too, not just HTTP. Secure attribute and HttpOnly attribute do not excluse
each other. HttpOnly attribute just means that don't allow any scripts to access cookies and Secure
attribute means that only allow sending of cookies throught HTTPS. Yeah, it's a bad name but I did not
invent it.

Session cookies.

Obviously, because CyberDragon Browser is all about keeping your surfing habits out of advertisers and
other groups, we don't want to allow non-session cookies that are permanently stored on your hard drive
and then used to track you as long as you use that same computer.

Are not 3" party cookies.

CyberDragon Browser will by default only allow cookies that come from the site you are visiting. Any

other third party cookies are stopped.

These are good defaults and in a perfect world these would be all that is needed to surf without worrying
advertisers and others while still using your favorite online service without a glitch.

Unfortunately, we don't live in a perfect world and not everyone set their cookies correctly.

That's why we have to sometimes make an exception to this global cookie policy for specific cookies. Next:

custom cookie rules!
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Custom cookie rules will allow you to make an exception to global cookie policy you saw previously. This way
you can make an online service that is ... ahem... broken less broken.

What you are basically telling CyberDragon is that: Hey, if you see this cookie do this and just skip the global
cookie settings, okay?”. And CyberDragon will comply, either accepting or blocking cookie, depending what
you set it to do.

These custom cookie rules are matched based on three criterias:
— First match the domain (or subdomain) of the cookie against the custom cookie rule.
— If the first test passed then match the path of the cookie against the custom cookie rule.
— Thirdly, if the second test passed too then match the cookie name-value pair against custom cookie rule.

— Lastly, if the third and final test was passed then proceed with the action user had set on this specific
custom cookie rule, either by allowing it or blocking it.

And that's basically it. All the three fields: domain, path and name-value pair are regular expressions (take a
look at previous chapter if you have already forgotted what they are) and with them you can make very
powerfull cookie rules.

Important Note: The order of the rules is important!

For example: If you want to allow all cookies from yahoo.com except ads.yahoo.com then you must put the rule
that blocks ads.yahoo.com first, before rule that allows yahoo.com.

The reason is that the custom cookie rule checking will stop checking immediately after it has met first rule that
matches. Also note that there is no need to set any cookie attributes like Secure or HttpOnly on custom cookie
rules. We are only interested of the domain (or subdomain), path and name-value pair of cookie and act
accordingly.

Next: Cookie Control tab explained in detail.
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This is where all the magic happens.

- CyberDragon - 154 (Proxy edition) o ]
File Help
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First you have global cookie settings. As you can see the settings are pretty self-explanatory.

Global Cookie Settings
[] allow 3rd party cookies {recommended value: off)
Session cookies only (recommended value: an)
Cookies with HitpOnly attribute set (recommended value: on)
Cookies with Secure attribute set (recommended value: on)

After that you have custom cookie rules view where you can define your own cookie rules to either allow or
block specific cookie(s).

Custom Cookie Rules
@ Action . Domain Path Mame-Value
= Wwahoo.com ! _uvt=
accounts\.goog... ¥ 5
Lt maill.googlel.c... * *
0 startpage.com *

mail\, yahoo',.c... ¥ x
‘wahoo'.com ! =.
ucshqueryl.yah... Ad/fconsolef H-AC=7
‘wahoo'.com ! ="

‘wahoo'.com ! 55L=7

44444444




The buttons at the left side of custom cookie views are, from top to bottom: add custom cookie rule, remove
custo cookie rule, move custom cookie rule up, move custom cookie rule down. These options are also
available throught context menu that you get when you right click on custom cookie rule view.

Allowing/Blocking cookie

Pretty simple. Just click the icon on the left to either allow or block.

R

Add custom cookie rule

&

When you select add custom cookie rule (by either pushing the button or selecting it from context menu) a new
empty field will appear at the bottom of the custom cookie view. Double-clicking on the field will allow you to
edit it.

Wyahoo'.com ! S5L=7

Y [

There you must add the three required values: domain/subdomain, path (usually just '/ or maybe even " *' if
you want to be very lax) and name-value pair. It is recommended that you fill this last part as name=. * at first,
unless there is an specific need for exact match.

For example: If the name-value pair looks like somekind of user ID, like SID=235353534, then it should be
writed like this SID=. * because it is very unlikely that the value will be same again the next time. Next time
you try to log the same server it could send you cookie with name-value pair as SID=676868767 and it would
not match the rule and. So always name=. *

So look carefully what the server sends you from the Cookie List view and construct your rules accordingly.
After you are happy with the rule click it's Allow/Block icon and you are ready! However, if you have several
rules for the same domain/subdomain where some rules block and some rules allow cookies then remember to
check the order of the rules (like I told previously).

This was The Hard Manual Way™, of adding completely new cookie rule.There is an better, easier way but we
don't get there just yet. Keep reading ...

Remove custom cookie rule

This is really simple! Just click the rule (or rules, you can select several rules with pressing Shift or Ctrl down
with one hand and clicking with left mouse button on other. Also, Ctrl + A will select all rules if that's what you
want) and press remove custom cookie rules button (or select it from contex menu that will pop up when you
right mouse click custom cookie view)

Move custom cookie rule up

lf\l
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Also simplicy in itself. Select rule (can only move one rule at the time currently) and push Move custom cookie

rule up or select it from menu.

Move custom cookie rule down

O

Same as above but obviously to another direction ...

Cookie List

And lastly there is an live view of cookies that the server/site you are connected with tried to ram throught your

throat.

0 Clear Cookie List on page load | Clear Cookie List

Cookie List |
Time 1 Action Domain Path Mame *
la 7. joulu 2... % Blocked huffingtonpost... snn_f|
la 7. joulu 2... W Blocked huffingtonpost...  / chec 3
la 7. joulu 2. W Blocked Juffingtonpost...  / sailthi—
la 7 joulu2.. 3§ Blocked Jgoogle.com ! NID=
la 7. joulu 2... % Blocked twitter.com / guest
la 7. joulu 2... W Blocked twitter.com / guest
la7.joulu 2. ¥ Blocked Jgoogle.com ! NID=
la 7. joulu 2. w Blocked twitter.com ! guest
a7 ioulu 2... 3 Blocked .aoodale.com / NID= 7
4 1 P

What you see is the very live cookies that tried to sneak into your computer while you visited some site. For
each cookie the following info is told: Time when it tried to invade your privacy, action CyberDragon took

depending of either global cookie settings or custom cookie rules (custom cookie rules are always checked first,
before global settings!), the domain/subdomain that the cookie belongs to, cookie path, cookie name-value pair,

cookies expiration time (if it has time then it's permanent cookie, if it's empty then it's session cookie), if the
cookie has Secure attribute set and if the cookie has HttpOnly attribute set.

This view is automatically sorted based on time of cookie arrival but you can sort it anyway you like (just click
the header for your sorting criteria). Also there are three controls: Move cookie rules up, Clear cookies on each

page load and Clear cookie list.
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Clearing cookies allready stored in memory

Altought CyberDragon will keep allowed cookies only in memory and they will all be cleared at exit, you
might still sometimes want to clear cookies immediately. If you scroll down the Cookie tab a little bit you will

see the following:

Allowed cookies currently stored in memory

-
Domain Path Mame=Value

[Clear All Stored Cuuldes]

This will show all the currently allowed and stored cookies (if any) for currently open tab.

To clear them just click ”Clear All Stored Cookies”.
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Move cookie rules up

lf\l

This is the easy way how to add new custom cookie rules that I told you before. Just select the cookie (or
cookies with Shift + left mouse or Ctrl + left mouse) that you want to add to custom cookie rule view and press
Move up button (or select it from context menu with right click on Cookie List view). Your new cookie rules
appear on custom cookie view where you can allow/block , edit, remove and move up/down them just like I
previously told you. This way you don't have to do tiresome typing of all those rules and can only concentrate
of allowing/blocking and possibly, editing/fine tuning the rules.

Clear Cookie List on page load

| Clear Cookie List on page load

What this little checkbox basically does is that it tells CyberDragon to clear the Cookie List view everytime the
URL changes (that is, each time there is an new page load). Without this option your Cookie List view would
gather tons of cookies over time while you are surfing. So it is recommended that you keep this enabled always
except in one case, logging the very first time to some online service that you have not visited before with
CyberDragon.

The reason is simple: Most online services redirect user from login page to some other page where the actual
authentication process is done. There that page quickly checks what cookies your browser send to it and then
further send you to either to your proper place or rudely slams error page telling you that you have not enabled
cookies. So if you have Clear cookies on each page load checked you have about few milliseconds time to see
the cookies that were blocked by the actual authentication page !!! (remember, this option clears cookie list
view with each page load, not just user typing www-address and pressing Go! button or clicking some
hyperlink ...)

So for this reason, for very first time, you should disable Clear cookies on each page load option so that you
can actually see what cookies were tried to send to you, in time order, and blocked. That's the only way you can
see them and add them to custom cookie rules view (like previously told).

After you have added the right cookierules and set them to allow and corfirmed that you can login successfully
you can then check Clear cookies on each page load option back again.

Clear cookie list

Clear Cookie List

Over the time, if you have Clear cookies on each page load unchecked, your cookie list view will gather tons
and tons of blocked (and maybe few allowed, depending of your settings) cookies. To clear this list you can
push this button.

Also remember, this will only clear cookie list view for the currently open tab, not for any other open tabs. /¢
will also not clear any cookies from memory that have already been previously allowed and set.

There is also not yet any “’Clear all cookies” button but CyberDragon can manage just fine without it because
no cookies, session or non-session, are ever stored permanently when CyberDragon exits. So it will always be
cookie clean at next startup. This is a feature not a bug.

This ends the cookies chapter. Next stop: Proxies.
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Proxy.

Hiding your tracks

Most of the data in the Internet is connected with IP-protocol. There are other protocols (like ICMP-protocol
which the common ping program uses) that work at the same level as [P-protocol. And there are protocols (like
ARP-protocol) that work below IP-protocol level.

But basically it's always IP-protocol.

Be it HTTP, DNS, SMTP or whatever, always it is [Pv4 (or sometimes IPv6) protocol at the bottom of the stack
that tells computer: A) where the data came from and B) where it is going.

The actual delivery work of the data is left to protocols above IP-protocol. Most often used is TCP-protocol
(which the HTTP-protocol uses) and UDP-protocol (which the DNS-protocol uses).

But we are not interested of any of those other protocols. We are interested only of IP-protocol because that
contains the information that is most important to us. Namely, the source address. Because communication in
Internet is bi-directional, all data contains the source IP-address so that the receiver of that data can track you
and send reply back.

Of course, that source [P-address can be forged. But then you would not get answer back from the server you
contacted. Of course, if you have a bad intention of doing DoS-attack then that inability to receive answer does
not matter anyway ...

So, what do you do if you want to receive answer from server you are contacting but do not want to reveal it
your true [P-address ?

Simple. You use proxy.
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What is Proxy?

Proxy is any computer in a Internet that acts as an middleman between you and target server. There are freely
available, public proxies and there are proxies that are only available to paying customers.

Also many schools, organizations, corporations and even countries use proxies. To restrict and monitor your
Internet use and for censorship.

What were are interersted of are freely available, public proxies that don't need authentication. The idea is that
you select one of those proxies to route your traffic to target server and the target server will only see the proxy
IP-address, not your true IP-address.

These kind of proxies are called anonymous proxies and they do not reveal their client true [P-address to target
server or even the fact that the server is talking with proxy instead of client machine.

Next I will show all the proxy controls but before that ...

Imprtant Note! When using proxy always keep these three things in mind:

1.

Check if the proxy really is anonymous! Always check the anonymity level of the
proxy before you are going to use it! Just because you have found proxies from some free
proxy list site does not mean that they are anonymous! Even if they say on their pages
that they are anonymous you should still do the checking by hand by setting the
proxy/proxies and then visiting some of the many IP-address showing sites that you can
found by searching from the Net with keywords:”what is my ip”.

Since version 1.6.4 CyberDragon has new, faster proxy checker that gives much more
accurate results. It will now also let you see why proxy did not work and also classify the
proxys anonymous level either to "No” (meaning it will reveal your true IP address),
”Anonoymous” (it will hide your true IP address but web server will know that you are
using proxy) or “High-anonymous” (will hide your true IP and the server you are
connecting to does not know you are using proxy)

Always use proxy that supports encryption! Don't ever use proxy that does not support
HTTPS (HTTP protocol over the top of SSL/TLS)! If the proxy you are using does not
support HTTPS then you can't access any https:// site. Worse, anybody can see (even the
proxy owner!) what you do while surfing. So always use proxy with SSL' support!

1 Strictly technically speaking, HTTPS, SSL and TLS are all different things. HTTPS is just HTTP-protocol layered on top of SSL-
or TLS-protocol. SSL is older encryption protocol that is luckily being replaced by newer, TLS encryption protocol. But within the
context of this manual they all mean the same thing: encryption. So try not to get confused.
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3. And lastly, never, ever, use proxy with online bank, webmail or any service that requires
authentication. Not even if you are using proxy with HTTPS support. Just use direct
connection and forget proxy when using those services. There is always possibility that
the proxy owner could steal your username & password. This is not a theoretical threat. It
can be done, and has been done.

So now that is clear let's start:

Go to Proxy tab by pressing Alt + P. It should look something like this.

J Gpelugon-164 e e T 00O THEE T T O e

File Edit Help

&= ¥ G & Findext & [ Highlight all [7] Case sensitive n? P

Startpage Web 5= [ General | Tradker Blocker | Cookie Control | Prowy | Encryption | cache [4[[F
' - . & - n
</ i s ftrge o/ p—— © e Host Pt 0 [ 2
Web Images Videos About Advanced Seitings Support Language = Username Passward
Proxy Type
® HIPE) © s
Proxy Fetcher & Checker =
t t Host " Part HTTP Status Latency {in m:
a ™
Kl . »
the world's most private search engine | GetProxies | [Check Proxies| [Import Proxies| [Export Proxies|
enhanced by Remove not working proxies
= Google
Details
Add to Safari | Set as homepage I“"""““‘ Broey Hepyn) v
Proxy Status
© 2014 - Privacy
Take a deep breath. You're safe here
Click here to learn the top 10 ways StartPage protects your privacy. =
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Manually setting proxy

Althought CyberDragon has lot's of cool features like proxy fetcher, proxy checker and random proxy hopping,
the very first thing you should be familiar with is how to set proxy manually by hand.

Host Port a =
Username Passward
Proxy Type

@ HTTP(S) SOCKSS [ Set Proxy ] [Clear Proxy ]

What you see here from left to right and top to bottom is: field for proxy address, proxy port number, field for
username (if any), field for password(if any), selection of proxy type, set proxy button and clear proxy button.

Let's set manually some proxy that is listed at http://hidemyass.com/proxy-list/

Host 213.55.100,194 Port 080 12
Username Password

Proxy Type

@ HTTP(S) () 50CKSS [ set Proxy ] [Clear Proxy

Most of the time you are going to use HTTP(S) proxies and very rarely SOCKSS5 proxies (see Appendix B at
the end of this manual for how to set Tor SOCKSS5 proxy) so you can leave the proxy type as it is. Press Set
Proxy button.

Now you see that the Status at the bottom right corner box changed to 213.55.100.194:8080. That means that all
the following connections will go throught this proxy.

Proxy Status

Current Proxy: 213.55,100,194:3030

Let's check if this proxy really is anonymous like that Hide My Ass page told us. Go to address
http://www.whatismyip.com
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http://www.whatismyip.com/
http://hidemyass.com/proxy-list/

2 CmDrgon- 164, e W LI T e TR W S - ol Ol

File Edit Help

&= B @ 6 Fndext & [ tighlight all [7] Case sensitve K2 S

what s My 1P - [ General | TrackerBlocker | CookieControl | Froxy | Enayption | cache ¢|[¥

E] i http: /fuw.whatismyip.com/ LMWEL.MJ » M @ ot ceam Host 213.55,100,194 Port 3080 |2 =
~

Username Password

Your IP: 213.55.100.194 H e o s
e |

Proxy: No Proxy Detected
City: Addis Ababa
State/Region:Adis Abeba
Country:ET - =

Proxy Fetcher & Checker

m

Host Port HTTP Status Latency (in m

< [ 3

[ Get Proxies ] [CheckPrmdas] [Lrnpo!tPrmdas] [Ekpo!tPrmdas]

ISP: Leased By Corporate
Customers

MORE IP INFORMATION

Remove not working proxies

[Ra ndom Proxy Hopping ] -
Proxy Status

Current Proxy: 213.55.100.194:8080

What Is Mv IP? -

Okay, we got lucky this time. This proxy really is anonymous. The page shows proxy IP-address and not our
true IP-address. Even better, this test page could not even detect that we are using proxy but thinks that we are
directly connected to it. So this current proxy is not just Anonymous proxy, its High-anonymous!

So now you know how to set & test individual proxies. That is all fine and well but it is also very tedious way
of getting good, working proxies. Luckily CyberDragon offers a better way and Im going to show you that next.

But before that, clear the proxy you don't need anymore by pressing Clear Proxy button.

You see that the proxy IP-address & port are cleared and the bottom right box shows no proxy anymore.
Proxy Status

Proxy Importing

Instead of copying each proxy IP-address and port number from web pages there is an marginally better way.
You can tell CyberDragon to load a proxy list from a text file. The format of this text file is trivial: Each line
contains proxy ip address and port number in ip:port format like below.
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j anonymous_proxies.bd — Muistio EI@
Tiedosto Muckkaa Muotoile Naytd Ohje

192.227.139.227:7808 -
111.1.32.124:82 I
173.213.113.111:7808
172.245.20.109:7808
172.245.59.203:7808
222.107.248.55:3129
120.202.249.230:80
125.70.216.177:3128
61.242.169.94:81
222.18.130.114:8000
198.56.208.37:7808
66.35.68.145:7808
219.148.47.124:11119
218.65.224.4:63000
111.1.32.124:83
221.130.162.203:81
221.130.162.203:84
183.61.240.126:1080 -

m

After you have your proxy list file ready you can import it to CyberDragon by pressing Import Proxies button.

Import Proxies

After you have bushed this button the CyberDragon will load your proxies for you so that you can easily select
them from the list. It will also tell you how many proxies were importent at the Status box.

| General | Tracker Blodker | Cookie Control | Proncy | Encryption | Cache ‘-E

13

Hast Port 0 = -
|Isername Password
Proxy Type

@ HTTP(S) ) SOCKSS SetProxy | | Clear Proxy |

Proxy Fetcher & Checker

Host Port HTTP Status Latemcy (i =

931158220 3127 L4
9200232155 8118
8027148125 3128
88.150.168.1... 3127
87.119,220.1... 3128 =
86512623 8088 i

e .

1 | 1] [ 3

m

[ Get Proxies ] [ChediP'rmcies] [ImportPruxies] [E}cportP'rmcies

Remove not working proxies

IRandnm Proxy Hopping I i

Proxy Status

Got 95 proxies.
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Let's select one proxy from that list.

»

Host 89.221.48.125 Port 3 = =

Lzername Password

Proxy Type
@ HTTP(S) () SOCKSS Set Proxy ] [ Clear Proxy ]

Proxy Fetcher & Checker

Host Port HTTP Status Latency (i =
031158220 3127 L4
92.99.232.155 8118
80,221,48,125 3128
§8.150,168.1... 3127
§7.119.220.1... 3128 4
86.51.26.23 8088

1| ] | 3

m

Get Proxies ] [CheckP'rmcies] [ImportPrmcies] [Export Proxies

Remove not working proxies

IRandum Proxy Hopping I il

Proxy Status

Current Proxy: 89,221.48.125:3128

As you can see, when you clicked that particular proxy (89.221.48.125) it was immediately set and there was no
need to push Set Proxy button. Set Proxy button is only needed when you want to set your proxy manually, by
hand and it is not listed in the proxy list. You can select any proxy from that list by just clicking it and when you
are finished you just click Clear Proxy button. This couldn't be any easier.
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Proxy Fetching

But what if you don't have premade proxylist at hand and still want some? Well, you could use the short proxy
list file called anonymous_proxies.txt that is included with CyberDragon. Or, you fetch ”few” proxies from net.

Let's fetch few proxies from net now!

Push Get Proxies button.

2 Opedrgon-164 we SR T T T AT T T o e

File Edit Help
= B @ 6 Findtext 4 A [ Highight all [7] Case sensiive K2

Startpage Web Se [

< ﬂ". lwi  htts:/fstartpage.com/

Web Images Videos

start
page

the world's most private search engine

™

' enhanced by
=g Google

Details

Add to Safari | Set as homepage

© 2014 - Privacy

Take a deep breath. You're safe here.

Click here to learn the top 10 ways StartPage protects your privacy.

Lo Ji = N

About Advanced Seftings Support Language =

) cLeam

m

General | Tracker Blocker I Cookie Control | Proxy ‘ Encryption I Cache *|[F
Proxy Fetching Started (% e ke
(closing in: 7) =
xy
- -
Proxy Fetcher & Checker =
Host Port HTTP Status Latency {in m:
< n r

[ Get Proxies ] [ChedﬁPrmﬂas] [Impﬂrthxias] [Expo!tPrmdas]

Remave not working proxies

Fetching Proxies, please wait ... -3?%

[Random Proxy Hopping |
Proxy Status

As you can see (from the Notification at the top right corner and Status box at the bottom) CyberDragon started
proxy fetching from Net. It also provides a nice progressbar for you.
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Proxy Fetching Complete
(closing in: 8)

Fetched 140 proxies(s) ...

e
4|k
[ »

(. — J
Proxy Fetcher & Checker

m

B

Host Fort HTTP Status Latency (i =
I

09.233.36182 21320
98.180,115.2... 21320
9577175147 31248
931158229 7808
§9.248.118.2... 3128 4
89.218.116.66 3128 il

1| i | P

[ et Proxies ] [Ched-cPrmcies] [Import F‘rmcies] [ExportPro:-ries

Remove not working proxies

IRimd-nm Proxy Hopping I -

Proxy Status

140 proxies, not bad.

So when you need proxy list you can A) import proxies from file B) fetch proxies from net or C) import and
fetch (or fetch and import) proxies :-)

Anyway you like it. And no matter how you got your list CyberDragon will keep it nice and compact by
removing any duplicate proxies :-)
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Proxy Checking

So now you know how to get your proxy list. But we don't know anything about these proxies or even if they
are online and working at all! So let's check them next. Press Check Proxies button.

Check Proxies

After you have pushed Check Proxies button the proxy list will temporarily clear itself and then start listing
proxies and their current status.

File Edit Help
& B @ 6 Findtext VM [ Highlight all [7] Case sensitve K2 [
Startpage Web se [ General | Tracker Blocker | Cookie Control | Proxy | Encryption | Cache | Download 4 [M
o)+ (R)d) & o (o oo JEEH com | [ T -
Web Images Videos About Advanced Seftings Support Language = Username Password
Proxy Type

@ HITP(S) ©) SOCKSS Set Proxy Clear Proxy

Proxy Fetcher & Checker

m

Host ) Port HTTP Status Latency (in ms) Cal +
St a rt 64188.44.102 7808 200 OK 200 Ur__
62113.208.80 7808 200 OK 361 Ge

[ 62113.20889 3127 200 OK Ge

p a ge 6119.114.180 81 200 OK 458 T

= 61156441 &0 Connection tim 593 CH m
59,188.255.1... 80 200 OK He
\TH—M— T o w = | (v
the world's most private search engine [ GetProies | [check Proses| [Import Proxies| (Export Proxies
;) enhanced by Remove not working proxies
‘ 3 Google
Details Checking Proxies, please wait ... “.
Add to Safari | Set as homepage [Random Proxe Honninn 1 2

L Proxy Status
@ 2014 - Privacy

Take a deep breath. You're safe here

« - o | »

You can see the current status of proxy checking from the progressbar. And as you can see, there is now some
new information about proxies too, like if there were any connection problems (HTTP status), latency, country
the proxy belongs to, SSL support and if the proxy is Anonymous.

The lower the latency number the more faster that proxy will handle your page request. If the latency field is
empty then that means that that particular proxy was blocking our ping request.

If the SSL field says ”Yes” then it means that this proxy supports HTTPS. If it says ”No” then it does not
support SSL.

If the Anonymous field says ”No” then that proxy is not anonymous and will reveal your true IP address. If it
says "Anonymous” then it hides your true IP address but the server you are connecting will still know that you
are using proxy and might block your connection. If it says ”High-anonymous” then that proxy hides your IP
address and the target server has no way of knowing if you are using proxy or not.

If the checking takes too long you can stop proxy checking anytime by pressing Stop button. Stop
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This is what it will show after it has finished checking (view resized to make all the fields shown).

£ Opedugon-164 = - wene-all T T T TR T

File Edit Help

2 2 8 &8 Fdes v [ Highiight all ] Case sensitive 2 S
Startpage Web Se [ | General I Tracker Blocker Cookie Control Proxy Encryption Cache Downloads Motification
g i hitps:/jst [ oE— -i'l @ araw Host Port 80 |+ -
-
Web Images Videos About Advanced Settings Support — Username Password
Proxy Type

@ HTTP(S) ©) SOCKSS Set Proxy Clear Proxy

Proxy Fetcher & Checker =

Host Port HTTP Status Latency (inms)  Country s5L Anonymous  *

86.51.26.11 443 Connection tim Saudi Arabia Connection tim Connection tim..

8322223237 3228 200 OK 391 United Kingdom  Yes Anonymous [

L 807411878 8080 404 404 Not Fo Tsrael Error communi No
a ( 76.164.213.1... 8089 200 OK 278 United States Yes High-anonym

= 668513118 3127 200 OK 248 United States Ves High-anonym L

64.18844103 7808 200 OK 200 United States Yes High-anonym _

] |"“"““ - — S - § — 3
the world's most private search en [ GetProxies | [check Proxies| [1mport Proxies| Expart Proxies

Add to Safari | Set as homepage Im“d""" Broxy Heppmg I =

L Proxy Status
© 2014 - Privacy

Take a deep breath. You're safe here.

l [ r

If the proxies had any issues (like being offline, denying connection, blocking connection, not supporting SSL,
or not being anonymous) then it will be listed as red. Otherwise it will be listed as green and everything should
be ok.

Sometimes you might get strange results, like HTTP Status showing 7200 OK™ but either SSL or Anoymous
field showing some error.

This will usually mean that the proxy in question is blocking one of the test pages that proxy checker uses to
determine proxy working. This is very common in China and middle-east.

CyberDragon will use http://en.wikipedia.org/wiki/Main_Page for testing HTTP Status,
https://en.wikipedia.org/wiki/Main_Page for testing SSL status and
http://www.goldenpirates.org/proxy/azenv.php to determine Anonymous status.

I will add in 1.6.5 an possibility to override these three target test pages for your own liking.

Remember: For maximum privacy, always, if possible, select High-anonymous proxies from the list!

Anonymous proxies are fine too but then the other side will know that you are using proxy even tought they
might not know your true IP address.

One last note about Proxy fetcher & checker: Proxy checking & fetching work currently only with HTTP(S)
proxies. SOCKSS5 proxies work right now only when set manually.
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Removing proxies & blacklisting proxies

After you have checked your proxy list you can decide which proxies to keep and which proxies to remove or

even blacklist.

To remove proxy from the list, right click over it and select Remove proxy from the context menu.

-

Host 80.74.118.73 Port 8080 =
|sername Password
Proxy Type

© HTTR(s) O sockss | | SetProxy | [ dlearproxy |

Proxy Fetcher & Checker

w

Host Port HTTP Status Latency {in ms) Country S5L Anonymous -
BA.51.2611 443 Connection tim... Saudi Arabia Connection tim...  Connection tim.., —
§3.222.232.37 3228 200 0K Eiil United Kingdom  Yes Anocnymous
|80,74.118.78 80&D : Israel Error communi... Mo
76.164.213.1... 8089 Heirte it United States Yes High-anonym
668513118 3127 Add proxy to blacklist ... United States Yes High-anonym
64.188.44103 7808 200 0K 20 United States Yes High-anonym _

i |F“““nm - BT B - — | 3

»

m

[ Get Proxies ] [ChediPrmdes] [I.mport Prmﬂ'es] [E}q}ort Proxies

[Remwe naot working prmﬂ'es]

IRimdum Proxy Hopping

Proxy Status

Current Proxy: 80,74, 113, 78:3030

To blacklist a proxy, right click over it and select Add proxy to blacklist.

Blacklisted Proxies

@ Host

—_ 91.74.75.38
180183170228
180183.17.159

All the blacklisted proxies will have their [P-address shown here and they will never appear to your proxy list

when you import or fetch new proxies.

You can also manually add proxies to blacklist by pressing Add proxy to blacklist button 3
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Note that you only need to add blacklisted proxy IP-address. No need to add it's port number.

If you want to remove blacklisted proxy/proxies then select them from list and press Remove proxy from
blacklist button -

Removing not working proxies

|Remmre not working pruxiesl

This is a new addition in 1.6.4. Because it can get very tedious to remove and/or blacklist proxies one-by-one
from that list I have included this button as an quick shortcut that will immediately remove all the bad (red)
proxies from the list and leave only good ones (green) left.

So now you know how to get your proxy list, how to check it and how to remove bad proxies and make sure
that only best proxies are on that list (proxies that have low latency, support SSL, are anonymous and preferable
are located in some free country).

The last thing to show you is how to export those good proxies to external proxy list text file so that you don't
have to go over the whole checking process again next time you start CyberDragon but can just import your
super-duper-proxy list.

If you want to export all current proxies then press Export Proxies button. |Expert Proxies
If you want to export just some proxies then select them and again press Export Proxies button.

One final thing before ending proxy chapter: Random proxy hopping.
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What is Random Proxy Hopping?

Random proxy hopping is the idea that your current proxy is not fixed all the time. That is, your connections go
throught random proxy either by each time you visit some page (Proxy hopping with each page) or after
timeout has been reached (Proxy hopping once every ... )

Random Proxy Hopping

@ Mo Proxy Hopping
(7) Proxy Hopping per page

i) Proxy Hopping every 10 |5 seu:

By default, the Random Proxy Hopping is disabled and you can't use it before you have imported or fetched
some proxies first because obviously, it needs some proxies to work with.

You can always disable random proxy hopping by selecting No proxy hopping” option.
Let's check the other two options.

If you select ’Proxy hopping once every” option then you need to specify the timeout value that will be waited
between proxy switches and then press Start button. It will wait for the timeout value that you specified (30
seconds in here) and after that timeout has passed it will randomly select (hop) some proxy from your list after
each 30 seconds.

Random Proxy Hopping

(7)Mo Proxy Hopping
() Proxy Hopping per page

i@ Proxy Hopping every 30 = seu:
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Random proxy hopping with timeout at working.
T . E W 9 — e B

File Edit Help

&= ¥ G & Findext + M [ Highlight all [] Case sensitve ~ R2 P
Breaking News an @ ‘ General | Tracker Blocker | Cookie Control ‘ Proxy | Encryption | Cache | ol L2
9 Richard (RJ) Eskow : Proxy Fetcher & Checker n
ostManaging Editor, Th o [T What Your N — Port HTTP Status Latency (in |
Your Health.. Money Rul 192.99187.0 7308 200 OK 222
Couples.. Tim McGraw's 192991870 3127 200 OK 179
Comments | Most Popular e T A 2 [l
! 3 192.99.131.1. 7808 200 0K 252 m
192.227.139.... 3127 200 OK 251 =
12-Page Math Paper Suj 190.39.228.70 8080 200 OK 588 Al

Explains Insanely Elabo < | '

Get Provies | [Check Proxies| [Import Proxies| [Export Proxies

[EEESAE Sterling Strikes Back..

b Stanley Cup Finals.. Look Qutl.. Knicks e
| wonder, George, how it feels to have mocked the New Coach.. World Cup Predictions

story of a woman who was raped by a friend whom Comments | 2014 World Cup
she asked not to have sex with her? Random Proxy Hopping
i (©) Mo Proxy H
Ariel Koren Obama Moves On Minimum Wage - Pr"ﬂ;“::p;:;‘:sr -
Seniar Class President. Univer Without Congress B Prowy Hoeen ey 0 [ SE(
Proxy Status

Why Diet and Exercise Are Not the Commanty Random proxy hopping fimer started. Hopping to next random proxy in 30 second ...
Keys to Weight Loss and Health Current Proxy: 190.39.228.70:8080

3 Signs You Could Be E
M -
—— _’ -
. 1 =

4 m 3

As you can see it will show that random proxy hopping is active, the timeout that will be waited before next
hop and the currently selected proxy. You can now continue surfing normally and each time 30 seconds has
passed your proxy will change. After you have finished using it just press Stop button or select "No proxy
hopping” option.

While the timed random proxy hopping is cool there is always the possibility that some of your proxies on your
list has gone offline between proxy switches and for your bad luck it will select it. In that case there is no other
option but to Stop/Start it again.

If you want little bit more control over your proxy hopping in problem cases then you should try Proxy hopping
with each page.

Random Proxy Hopping
(™) Mo Proxy Hopping
@ Proxy Hopping per page
i) Proxy Hopping every |30 sec Start

When this option is selected your new proxy will be randomly selected from the list only when you click a link
or refresh current page. So incase that you happen to get a dead proxy (or proxy that is slow or otherwise works
poorly), all you have to do is click some link or press reload button (or F5 key).

As a final note, random proxy hopping works best with a good quality list of proxies (low latency).
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Encryption.

()

Keeping your data safe I3

Encryption is important. Without it all your data is like postcard, everyone can see it. Like all other browsers
CyberDragon supports the standard HTTPS encryption. However, at this time, there is not much control of the
browser settings of this HTTPS encryption. Currently the only option is to block mixed content and
enabled/disable, reorder some ciphers that are used during HTTPS connections (but I will add some more
encryption specific features later).

What is mixed content?

Normally, when you visit encrypted site (like your online bank or let's say https://startpage.com) you will see
https:// in front of the page address and also that small padlock icon will close (and if you put mouse over it an
tooltip will appear after few secs. and say Encrypted).

This will tell you that you have just entered HTTPS encrypted site and you are safe and nobody can see what
you are doing.

That's not the whole story tought. You see, even tought the site itself is HTTPS encrypted, there might be some
third party content that is delivered to that page via unencrypted HTTP protocol (via http:// links). The content
could be images, style sheets, scripts, whatever...

This poses an privacy risk (they can see from what IP-address you loaded they stuff and also send cookies. Or
at least try sending cookies ... :-) ) and possible security risk (if the target of http:// link is malicious JavaScript
for example) for the user visiting such site.

For these reasons CyberDragon will by default block any http:// content that tries to sneak into an https://
protected site.

However, sometimes, for a prober working of the site, exceptions must be made.

Some online banks, or e-commerse sites might use unencrypted links for some content that are actually needed.
These are often results of accidents or just badly coded webpages where links were absolute links like for
example http://somebank.com/someimportantcontent .html, instead of relative links like
/someimportantcontent.html

In those cases a rule must by made that will tell CyberDragon: ”Hey! Don't use mixed content blocking for this
particular domain, subdomain or page.

Let's go to some mixed content test page and see how mixed content blocker works.

https://ie.microsoft.com/testdrive/browser/mixedcontent/assets/woodgrove.htm
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" CybeiDragon - 16 (=S| = 5

File Help

a g e 8
VioodGrove Bank - You [£J General | TrackerBlocker | Cookie Control | Proxy | Enaryption | Cache | Downloads | n4f{r

Mixed Content Blocker
E]@@ P osoft.comtestrive browser Imixedcontent/assets iwoodarove ]| IR O L £ | - @ NOT CLEAR! © ¥l sodemced content

Are you safe from Mixed Content attacks? @ Return to Test Drive A1l = [oisable mixed content blocker for folowing URLs

. " [] login\.yahoo\.com
Dangerous Mixed Cnntern!: was blocked! See for yourself..enter a fake username and 5] accountsh.google\.com/Logout
password below and try it in other browsers.

1 can't inject malicious code into this site
to steal your identity.

8]
B Blocked Content URLs N
e https/jie.microsoft, d fmixedc ™
http:/fie. microsoft., ] imixedc |

hitp://ie microsoft.com/testdrive/browser/mixedcontent/assets/images/taxes.png
hitp://ie.microsoft.com/testdrive/ browser/mixedcontent/assets/images/small_biz.png

http://ie.microsoft.com/testdrive/browser/mixedcontent/assets/images/savings.png
_ e e oo Person.finprg

http:/fi ft. imixcedc t HtpScriptOnAnHttps
Login News Personal Finance Small Business. Supported Giphers & their order of preference
| | - frst ho ol O |Name PFS Protocol  Authenticaon  Encryption
Enter fake 21| Dec| 2013 | Buying your first home: Lorem ipsum dolor sit Lorem ipsum i .
- _ amet, consectetuer adipiscing eit, sed diam dolor sit amet, 1l o ECDHE-ECDSA-AES256-GCM-SHA384 Ves TLSv1.2 ECDSA aesecmid
username: Lorem ipsum dolor sit nonummy ribh euismod tincidunt ut lacreet consectetuer ECDHE-ECDSA-AES256-5SHA384 Yes TLSv1.2 ECDSA AES(256) -
amet, consectetuer dolore magna aliquam erat volutpat. Utwisi | adipiscing elit, sed diam a] = | -
adipiscing el sed enim ad minim veniam, quis nostrud exerdtation nonummy ribh evismod
‘ diam nonummy nibh | wliam corper suscipit lobortis nisl ut aliquip ex ea tinddunt ut laoreet - - -
Password: euismod tindiduntut | commodo consequat. dolore magna aliquam Cipher details for this connection
Izoreet dolore erat volutpat. e microsoft.com:443
magna aliquam erat _
mat. Planning for Tax Time: Lorem ipsum dolor sit )
Donit have your passaord? 2P amet, consectetuer adipisang elt, sed diam oy Cipher: " ECDHE ECDSA-ARS256-GCM-SHAZS4
nonummy ribh evismod tincidunt ut laoreet ""’ntf“’ ;o Tsvi2
20 | Dec | 2013 dolore magna aliquam erat volutpat., ga;::z::“"‘ E?gém(zs 5
Ut wisi enim ad minim | Ut wisi enim ad minim veniam, quis nostrud Key exchange:  ECDH
veniam. auis nostrod n 1illiam carner suscinit Inhartis nisl ot A

This is the Microsoft Mixed Content Block test page and what you see here is that CyberDragon mixed content
blocker stopped the test page from trying to do bad things.

Blocked Content URLs

http: /fie. microsoft. com ftestdrive fbrowser fmixedcontent/assets fimages fwoodgrove _t...
http:/fie. microsoft. com/ftestdrive fbrowser fmixedcontent/assets fimages fwoodgrove ...
http://ie.microsoft.com/testdrive/browser/mixed content/assets/images/taxes.png
http://ie.microsoft.com/testdrive/browser/mixed content/assets/images/small_biz.png
http://ie.microsoft.com/testdrive/browser/mixed content/assets/images/savings.png
http://ie.microsoft.com/testdrive/browser/mixed content/assets/images/persen_fin.png
http:/fie.microsaft. com/ftestdrive browser fmixedcontent/assets HHpSoriptOnAnHtps ..

Most of those http:// blocked content were passive content, images. However there is a some blocked active
content too, a JavaScript file.
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Now let's temporarily make an exception and allow
ie.microsoft.com/testdrive/browser/mixedcontent/assets/woodgrove.htm to load mixed content.

Disable mixed content blocker for following URLs

[ login\.yahoo'.com
igh.microsofty. com/testdrive/browser/mixedcontent/assets/woodgrovel.htm
[] accounts\.google\.com/Logout

And reload page by pressing F5 and let's see what happens.

 CyberDragon - 16 ==
File Help

&8 e K

WoodGrove Bark - You [£] General | TrackerBlocker | Cookie Contral | Proxy | Encryption | Cache | Downloads | n4f{P

- Mixed Content Blocker

I —————————"y e ] | |7 T EEV

Are you safe from Mixed Content attacks? 2l = |pisable mixed content biocker for following URLs

No! You're in danger. See for yourself..enter a fake username and password below. [7] login\.yahoo\.com

ie\.microsoft\.com/testdrive/browser/mixedcontent/assets/woodgrovel.htm
[7] accounts\.google\.com/Logout

WoodGrove

ur Finances Take Root Blocked Content URLS
‘_& I
Login

Enter fake

username: Supported Ciphers & their order of preference
© | Name PF5 Protocol  Authenticaton  Encryption *

Password: o ECDHE-ECDSA-AES256-GCM-SHA384 Yes TLSv1.2  ECDSA AESGCM(!
[7] ECDHE-ECDSA-AES256-5HA384 Ves TLSv1.2 ECDSA AES(256) ~

< e P

Don't have your password?

Cipher details for this connection
Your browser isn’t protecting you from real danger if you're reading this. ie.microsoft.com:443

veniam, quis nostrud | dolore magna aliquam erat

exerdtationuliam | volutpat.

corper suscipit

Iobortis nisl ut liquip : Ut wisi enim ad minim veniam, quis nostrud

&x ea commodo exercitation ullam corper suscipit lobortis nisl ut
ig ! alinnin ex ea rommodn conseauat.

[ Cipher: ECDHE-ECDSA-AES256-GCM-SHA384
Protocol: TLsvi2

Authentication:  ECDSA

Enayption: AESGCM(256)

Keyexchange:  ECDH

Yikes! Luckily this was just a test page :-)

However, this shows you that mixed content blocking is not a joke and it should be always enabled and only in

very very special cases (like with your online bank) you might need to disallow it for the proper working of
their broken pages.

Some banks and other sites are especially bad with mixed content stuff but hopefully they will get their pages
fixed.

Adding exception for mixed content blocking

@

For adding an exception to mixed content blocking just click ”Add mixed content URL” button. By default it
will add the currently open tab address but you can edit it anyway you like.

Remember: This address must be the problematic https:// site or page that needs to allow unencrypted content.

Not the blocked content address itself! Also, you can leave the https:// out of the rule name.

You can also temporarily disable/enabled the rule whenever you wish by clicking the checkbox in front of the
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rule.

Removing mixed content URLS

For removing the rule, select it from the list and press "Remove mixed content URL”.

As with Tracker Blocker, and Cookie Control, the Encryption Blocked Mixed Content URLs view is specific to
that particular open tab.

Enabling/Disabling, reordering ciphers used during HTTPS

 CyberDragon 16 [E=m =

File Help
& 8 K
Google [x] General | TrackerBlocker | Cookie Control | Proxy | Enayption | Cache | Downloads | n4f{F
Mixed Content Blocker
EINE D r— W@ o | cnen

™= | Disable mixed content blocker for following URLs =

[7] login\.yahoo\.com |E‘
ie\.microsoft\.com/testdr iedcontent/assets/woodgrove\.htm
"] accounts\.acoale\.com/Logout.

Blocked Content URLs

Google

suomi

Supported Ciphers & their order of preference

= E::"_c”k:‘l‘i“k” O |Name PFS Protocol  Authentication  Encryption *
v ECDHE-ECDSA-AES256-GCM-5HA384 Ves ECDSA ."-\ESGCM(Z|5‘
Google-haku | Kokeilen onneani o ECDHE-ECDSA-AES256-SHA384 Ves ECDSA AES(256)
ECDHE-RSA-AES256-GCM-5HA384  Ves RSA AESGCM
ECDHE-RSA-AES256-5HA384 Ves RSA AES(256)
DHE-RSA-AES256-GCM-SHA384 Ves RSA AESGCM
DHE-RSA-AES256-SHAZ56 Yes RSA AES(256)
ECDHE-ECDSA-AES] 28-GCM-5HA256 Ves ECDSA AESGCM
DHE-RSA-AES128-GCM-SHA256 Yes RSA AESGCM
Googlen mainontaratkaisut Tietoja Googlesta Google fi DHE-RSA-AFS128-SHA256 Yes RSA AES(128)
[7] ECDHE-ECDSA-AES256-SHA Yes ECDSA AES(2561 T
@ 2013 - Tietosuoja ja kiyttéehdot <. [ | 3

Cipher details for this connection
encarypted.google. com: 443

Cipher: ECDHE ECDSA-AES255-GCM-SHA334
Protocol: TLSvL2

Authentication:  ECDSA

Enaryption: AESGCM(256)

Keyexchange:  ECDH
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Take a look of the following.

Supported Ciphers & their order of preference
Y |Name FF5S Protocol  Authentication Encryption =
ECDOHE-ECDSA-AES256-GCM-5SHAIES Yes TLSv1.2  ECDSA AESGCM |:.'| E |
0 ECDHE-ECDSA-AES256-SHAIES Yes TLow1.2 ECDSA AES(256)
ECDHE-RSA-AES256-GCM-5HA3BY ez TLSv1.2 RSA AESGCM
ECDHE-RSA-AES256-5HAZES Yes TLSw1.2 RSA AES(256)
DHE-R5A-AES256-GCM-5HASES Yes TLSw1.2 RSA AESGCMI
DHE-R5A-AES256-5HAZSG Yes TLSw1.2 RSA AES(256)
ECOHE-ECDSA-AES128-GCM-5HAZSG Yes TLSv1.2  ECDSA AESGTMI
DHE-R5A-AES128-GCM-5HAZ56 Yes TLSw1.2 RSA AESGTMI
DHE-RS5A-AES128-SHAZSG Yes TLS1.2 RSA AES(128)
| [V ECDHE-ECDSA-AES256-SHA fes 5503 ECDSA AESI2561
] 1 F

What you see here is the currently supported cryptographic ciphers that CyberDragon is using. What this
specifically is showing is showing all the enabled/disabled ciphers and also, this is important, the preferred
order of those ciphers that are used when initiating HTTPS connection.

So in plain English: The most top enabled cipher that is supported by both CyberDragon and the server that it
tries to connect is used first. If that fails then the next cipher in the list is used and so on ...

There in addition of disabling/enabling these cryptographic ciphers, you can also reorder their position in the
list by selecting them and then pressing either move up ~ or move dc €3 button. O

Also, you will see that there are lot's green stuff in there. Green is good. Orange is not so good. And red is bad.
So if you want to be safe from NSA try to make so that the top most ciphers have:

PFS (Perfect Forward Security) field set to Yes. Protocol set to TLSv1.2. And Encryption set to AES (any AES).

If you are really paranoid you could disable all other ciphers that don't support those criterias. Just keep in mind
that then some very old (and insecure) servers might stop working for you, so maybe it's not a big loss anyway

After NSA scandal only a total dork has not upgraded their servers by now...

One note about disabling ciphers: These cipher settings are application wide and they affect all the network
connections that CyberDragon does. So if you disable some ciphers and start experiencing, for example, SSL
checking failures with Proxy checker, then you should enable the ciphers back again.

Last and final thing. Showing the cipher that was used during HTTPS connection:

Cipher details for this connection
encrypted.google.com: 443

Cipher: ECDHE-ECDSA-AES256-GCM-5HA 334
Protocol: TLSw1.2

Authentication: ECDSA

Encryption: AESGCM(256)

Key exchange: ECDH

Pretty trivial and does not need explanation.

43



Appendix A. Key shortcuts

Ctul+F
Ctrl + P
Cul+T
Ctrl + W
Ctrl + +
Ctrl + -

F3

Shift + F3
F5

F6

F12
Backspace
Shift + Backspace
Alt + Home
Alt+G
Alt+T
Alt+C
Alt+E
Alt+A
Alt+D
Alt+N
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Go to Find text field (type something to start searching)
Print current tab

Open new tab

Close current tab

Zoom in current page

Zoom out current page

Find next

Find previous

Reload current tab

Switch between web page and URL bar
Hide/Show settings

Go forward in page history
Go backward in page history
Go to homepage

Go to General tab

Go to Tracker Blocker tab
Go to Cookie Control tab
Go to Encryption tab

Go to Cache tab

Go to Downloads tab

Go to Notification tab



Appendix B. How to use CyberDragon with Tor?

Hello.
I will show here step-by-step how to setup CyberDragon browser to use anonymous Tor network.

Tor project has it's own browser called Tor Browser Bundle. Tor Browser Bundle is basically a Firefox fork
that has few settings tweaked and most of the plugins stuff disabled and some third party extensions added (like
HTTPS Everywhere from EFF). Also in that bundle is included the Tor program itself and its graphical
frontend, Vidalia.

Now, Tor project recommends to use it's own browser and nothing else.
Well, I have been using Tor (and Vidalia) on my Linux machines long before they decided to start bundling Tor
+ Vidalia + Firefox fork together. So I honestly think I know what I am doing ...

And because I am also the author of CyberDragon browser and I know my code then there should be no
privacy leaks when using it with Tor.

However, I have not done any checking with packet sniffer or anything like that to really corfirm it and even
tought I have checked my code many many times there still might be a bug or two in the rendering engine itself
(QtWebkit) that CyberDragon uses and which I am not aware of.

So there certainly is a possibility for leaks.

So if you find that CyberDragon leaks DNS stuff or your IP address while using Tor then immediately inform
me by contacting http://www.binarytouch.com/contact.php and howto check and corfirm that so that I can try to
fix it.

Note also that CyberDragon as yet does not have functionality like HTTPS Everywhere. But it will have at the
time of 1.6.x when I will start Encrypted edition. Just after finishing 1.5.x Proxy Edition serie.

So while you use it with Tor always make sure you have https:// in front of your address and that little small
padlock is closed and it says Encrypted when you hover mouse over it.

Now, let's proceed...
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http://www.binarytouch.com/contact.php

First start CyberDragon Browser and go to address: https://www.torproject.org/download/download.html.en

T Cyberagen 154 (o i)

-]

File Help
a g 8 K

DonlbadTor [ General | TrackerBlocker | Cookie Control | Proxy | Enarl? {»
(4[] €][®] & ntws e torproject.orgfdonrload/dowrload himl.en Gol 0% @ EAm [¥] Block Trackers

Number of Tracker Blocking Rules Loaded: 6704

Home About Tor Documentation Press Blog Store Contact Rule = -
*/bannerdata (m
Olneth.com.*/track/
Download Volunteer Donate Dstats\.com

Otracker\.com
101appsh.com. /tracken ashi\?

HOME » DOWNLOAD

Want Tor to really work? Donate to Tor

& ou need to change some of your habits, as some things won't work exactly as you are used to. Please read the ful st of
warnings for details,

5 5 123grestings\.com.*/usr-bin/view_sent\.p\?
123myiph.cot.uk./ip-address/
123rf.com./jfgaljs

12mnkysh.com

» & Microsoft Windows

> @ AppleOSX
» & GNUiLinux, BSD, and Unix

One-time Donation

——

2003 e

Import Rules | | Export Rules | [Save Changes|

Other donation options__

Blocked Trackers

» [ Tor for Smartphones
» [_] Source Code URL N Blocked by rule

Expand Al Having Trouble?

» Read the fine manuals

‘Want Tor to really work?

You need to change some of your habits, as some things won't work exactly as you are used to.
a. Use the Tor Browser
Tor does not protect all of your computer's Internet traffic when you run it. Tor only protects your

that are oranarlv confiourad to send their Internet traffic throush Tor To avnid problems with 52
.

Next click Microsoft Windows link.
Scroll down untill you see Vidalia Relay Bundle.

- =T ==
e Help

&® G 8 W
DowrloadTor [ General | TrackerBlocker | Cookie Control | Proxy | Enri{*
(4[] &[] i nttps:swnn. torproject.crafdomrioad/dowrioad him.en Gal 0% @ CLEANS ] Block Trackers

Number of Tracker Blocking Rules Loaded: 6704

— . » Read the f | =

Vidalia Bridge Bundle Dornioat “ad fhe e manuas Ruie -

Windows 8, 7, Vista, and XP ToBAEL 2l il */bannerdata E
Olnet\.com.*/track/

AVidalia Bundle which is configured to be a bridge by default. This helps (sig) whats Thiz? Ostats\.com

censored users reach the Tor network. Otracker\.com
10Lapps\.com.*/tracker\.ashi\?
103bees\.com

1lnuwd.com

Download Unstable (sig)

m

123compteuri.com

Vidalia Relay Bundle

123count\.com

[ OWIRIHAL
Windows 8, 7, Vista, and XP y 123-counter\.de
Vidalia fzelay Bindie 123greetingsh.com.*/usr-bin/view_sent\,ph?
AVidalia Bundle which is configured to be a non-exit relay by default. This (siQ) whats This? 123myip\.co\.uk.*/ip-address/

123r\.com.*/j/ga\ js
12mnkys.com

helps grow the Tor network.

Download Unstable (sig)

Import Rules | | Export Rules | [Save Changes|

i i i Blocked Track:
Xl:la]su; Filt B(Ignd]e Download rackers
indows 8, 7, Vista, an T St URL Blocked by rule

AVidalia Bundle which is configured to be an exit relay by default. Please (sig) whats This?
read these tips for running an exit node with minimal harassment
before you get started! Download Unstable (sig)
EXllel't Bundle Download
Windows 8, 7, Vista, XP. 2000, 2003 Server, ME, and Windows G8SE
Experieundle e
o m b
o ject.org/dist/vidalia-b idalia-relay-bundle0.23.25-0.2.21 2.exe

Start download and go to download tab by pressing Alt + D
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https://www.torproject.org/download/download.html.en

_ CyberDragon - 154 (Proxy edition)
File Help
& G e K

3

Download Tar %]

(4[] €[] i ntims:swnn torproject.orajdomrioad/dowrioad himl.en

Vidalia Bridge Bundle

Windows 8, 7, Vista, and XP

AVidalia Bundle which is configured to be a bridge by default. This helps
censored users reach the Tor network.

[E=3 =0

Tracker Blocker | Cookie Control | Proxy | Enaryption | Cache | Downloads [4[

[ oo e -i-l ) ceam File Size Progress Status

vidalia-relay-bu... 302000 ME g 3% ) Downloading .

» Read the fine m: *

Download|

Vidaliaibrid

(sig)

Bandie]

iz?

Download Unstable (sig)

Vidalia Relay Bundle

Windows 8, 7, Vista, and XP

AVidalia Bundle which is configured to be a non-exit relay by default. This
helps grow the Tor network.

m

) File Information
Download|

I Vidaliazefay s und/e: I

(sig) whats This?

Download Unstable (sig)

Vidalia Exit Bundle

Windows 8, 7, Vista, and XP

AVidalia Bundle which is configured to be an gxit relay by default. Please
read these fips for running an exit node with minimal harassment
before you get started!

Download|

| Vidalta Eatibimdle: I

Download Unstable (sig)

Expert Bundle

Windows 8, 7, Vista, XP, 2000, 2003 Server, ME, and Windows 98SE

« .

Download|

I E=xperiisunadles I -

After it has finished double click the file name from the list and answer yes if UAC screen pops up.

This is what it should show now.

r‘l.l"iu::lﬂliﬂ Relay Bundle setup E =] @

Welcome to the Vidalia Relay
Bundle Setup Wizard

This wizard will guide you through the installation of Tor and
Vidalia for the purpose of creating a new non-exit relay for
the Tor netwark,

Tor is a system for using the Internet anonymously, helping
users anonymize Web browsing and publishing, instant
messaging, IRC, and maore, Vidalia is a GUI that helps you
control, monitor, and configure Tor.

If you have previously installed Tor or Vidalia, please make
sure they are not running before continuing this installation.

Click Mext to continue.

{ | Cancel

Click Next.
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Defaults are ok, click Next.

And next ...

And Install...
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[ ] Vidalia Relay Bundie setup = =2 3]

Choose Components
Choose which features of Vidalia Relay Bundle you want to
install.

Checdk the components you want to install and unchedk the components you don't want to
install. Clid Mext to continue,

Select the type of install: [Full -

- Description
e Ol:lhosr;?l - [4] vidala 0.2.21 F‘l:lsiticup'n YOUF MoUse
components you wish to :
install: (] Tor 0.2.3.25 aver a campanent ko

see jts descripkion,

Space reguired: 30.6MB

Yidalia Relay Bundle 0.2,3.25-0.2.21 (Rev. 1)

| <Back | Net> | | cancel

[ Vidalia Relay Bundle setup = B |3

Choose Install Location
Choose the folder in which to install Vidalia Relay Bundle.

Setup will install vidalia Relay Bundle in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation,

Destination Folder

C:\Program Files (x86)\Vidalia Relay Bundle

Space required: 30.6MB
Space available: 170, 3MB

Yidalia Relay Bundle 0.2,3.25-0.2.21 (Fewv. 1)

| <Back | mstal | | cancel




-

Vidalia Relay Bundle setup =] = || 2=

Completing the Vidalia Relay Bundle
Setup Wizard

Installation is complete.

Pleaze see

https:/fwww. torproject.org/docs ftor-docrelay. hitml to learn
more about Tor relays.

Run installed components now

Tor installation documentation

Complete the thing by running Finish.

After that Windows Firewall might start barking. Keep it happy and answer Accept.

P

9 Windowsin suojausvaroitus @

Windowsin palomuuri on estényt osan ohjelman

ominaisuuksista

Windowsin palomuuri on estanyt jotkin kohteen tor.exe ominaisuudet kaikissa julkisissa ja
yhsityisissd verknissa,

@ Mimi: hor.exe|
Julkzisija: Tuntematon

Polku: C:'\program files (x88)\widalia relay bundle’tor tor.exe

Salli kohteen tor. exe vaihtaa tietoja néissa verkoissa:
[] ksityizet verkot, kuten kodin ja tySpaikan verkko

Julkiset verkot, kuten lentokenttien ja kahviloiden verkot (gi suositella, koska
naiden verkkojen tietoturva on usein vahaista tai sita ei ole lainkaan)

Mit3 riskeia lithyy ohielman sallimiseen vaihtaa tietoja palomuurin [&pi?

Salli kayttd ] [ Peruuta

You have now Tor running.
Now go back to CyberDragon again and to it's Proxy tab.

49



3 Vidalia Control Panel E

Status

Connected to the Tor network!

Vidalia Shortouts

®Stop Tor Setup Relaying
@ View the Metwark ' Use a Mew Identity

BE, Bandwidth Graph @ Help ﬁ About
EJ Message Log K Settings E’ Exit

Show this window on startup

Select Proxy Type SOCKSS5 and 127.0.0.1 (this means your own machine) as proxy IP address and port 9050
and click Set Proxy. The only time you have to click Set Proxy button is when you manually enter proxy

ip:port. Otherwise you just select it from proxy list.

Status box at right bottom should now show 127.0.0.1:9050

.. CyberDragon - 154 (Proxy edition) = = )
File Help
& @ G N
Loading ... (£ General | Tracker Blocker | CookieControl | Proxy | Enayption | Cache | CY{F
- n = Proxy Type e
4 sboutblenk ) asn | T
(®[[E][%] " cboutcen : © 27001 s050 | +]| SetProxy || Clear Proxy
@ SOCKS5
Proxy Fetcher & Checker
V] Geo IP Lockup # of Proxy Checker Threads 4 |+
\| Color Coding when fetching  Timeout (in milliseconds) 30000 | %
Host Port Latency Country ssL
0l i ] »
| GetProes | (o erosie | [Promy List Flters -
@ ssL Yes (V] Maybe [] No
Anonymous [/ Yes [V] Maybe || No
Export Proxies
Random Proxy Hopping | -
Status
127.0.0.1:9050

Let's cormirm that we really are using Tor and that it is working with our browser.
Go to the following address: https://check.torproject.org/
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https://check.torproject.org/
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- CyberDragon - 1.54 (Proxy edition)
File Help

& QK
General | Tracker Blocker | CookieContel | Froxy | Enayption | Cache | C4[F

Are you using Tor? [
n -~ Proxy Type E
< https://check.to ct.i Go! 0% @ CLEAN! ®
(€] &][C][#] & [hepsiihedcorproect ogf Ce ) o= 0RO ooy 050 ][ setrony
@ SOCKSS

This page is also available in the following languages: [=ys|[=] v Proxy Fetcher & Checker
Geo IP Lookup # of Proxy Checker Threads 4 |+

\| Color Coding when fetching  Timeout (in milliseconds) 30000 | %
Host Port Latency Country

m

m

< i

GetProxies | |che: proxies| [Proxy List Filters il
Import Proxies, SsL Yes (V] Maybe [] No
Anonymous /] Yes [V] Maybe || No

Congratulations. This browser is
configured to use Tor. ) | ] 5

Status
Your IP address appears to be: || | |  EIN

127.0.0.1:9050

Please refer to the Tor website for further information about using Tor safely. You are now free to browse
the Internet anonymously. For more information about this exit relay, see: Atlas.

hitp://www.google.de/url?g= https:// check torproject org/Bisa= Udtei= 00 OnUrjEoG TywOT6 oDwDwltved =0CBOQFjAARusg= AFQICNFNSh13xUaTmP Cg0Drd-jKalViYbw

Yeah, it's working. I have not cencored the [P-address because it would show my true IP-address (it doesn't) but
because it would otherwise reveal the unselfish person/organization/company exit-node IP-address which are so

important for Tor users. So no need to reveal it here for those in power.

Next let's try google and solve one of the problems that you will get with it when using Tor.

Let's search something...



. CyberDragon - 1.5.4 (Proxy edition) =S =R 5

File Help
= © 6 K
Google a General | Tracker Blocker | Cookie Control | Proxy | Encrypton | cache | CYfP

[0 ] (&[] "t oo, qoodle de/gws _rd=crsei=gTknURTvAGRzya000YHQAD e | o= | - @ NOT CLEAM: | | |Global Cookie Settings

[] Allow 3rd party cookies (recommended value: off)

+Sind Haku Kuvahaku Ma Play YouTube Gmail Drive Lisaa~ Kirjaudu sisasn | & [ 7] Session caokies only (recommended value: on)

Cookies with HHpOnly attribute set (recommended value: on)
Cookies with Secure attribute set (recommended value: on)

Custom Cookie Rules
' 0 @ |action s Domain Path Name-value
8 Deutschland o
[4]
mickey mouse‘ = Tarkennettu haku
- Kielitydkalut

mickey mouse

mickey mouse club

mickey mouse clubhouse

mickey mouse games © [F Clear Cookie List on page load

mickey mouse youtube Cookie List

mickey mouse castle of illusion Time = Action Domain Path
mickey mouse game 110, joulu 23:07:14 2013 3 Blocked .google.com ’

mickey mouse cartoons 1i10. joulu 23:07:14 2013 3§ Blocked .google.com /

. 110, joulu 23:07:16 2013 3§ Blocked .google.de /
m!ckey mouse w.all_.paper i 110, joulu 23:07:16 2013 3§ Blocked .google.de /
mickey mouse leivanpaahdin
Google-haku | Kokeilen onneani
Lisatietoja
« I »
. CyberDragon - 154 (Proxy edition) | R ||
File Help
& G G
http:fwww.google.de (£ General | Tracker Blocker | Cookie Control | Proxy | Enaypton | cache | C4fP

E]@@ wd .1570.4891.0j21j3)6-20j1.9.0....0... 1ac. 1.24heirloom-hp. . 10.2. 1055.uyiks Y625c| Go! | 0% ‘-il w CLEAN! Global Cookie Settings

[T Allow 3rd party cookies (recommended value: off)

Session coakies only {recommended value: o)

Cookies with HttpOnly attribute set (recommended value: on)
Cookies with Secure attribute set (recommended value: on)

Jatka Kirjoittamalla alla olevat merkit: Custom Cookie Rules
© |Acion Domain Path Name-Value
A Eié, ©
o
Léhetd

©  [7] Clear Cookie List on pageload  |Clear Cookie List

Tietoja tasta sivusta

Cookie List
Jarjestelmamme havaitsi epatavallista liikennetta tietokoneverkostasi. e = Action Do Path
":::':ak:ﬂv; tarkistaa, ettd pyyntdja |ahetat sina eika robotti. Miksi 110, joulu 230714 2013 3 Blocked google.com /
— 110, jouly 23:07:14 2013 3¢ Blocked .goegle.com /
1110, joulu 23:07:16 2013 3§ Blacked .google.de /
1P-osoite: [ NI 610, joulu 307062013 3¢ Blocked  .googlede /
Aika: 2013-12-10T21:07:51Z2 110, joulu 23:07:53 2013 3§ Blocked .google.com /

URL: http://www.google_de/search?hl=fi-DE

Okay, what you see is that Google has somekind of protection that tries to prevent massive amounts of network
traffic from accessing it from few [P-addresses (and that black box is again tor exit-node IP address, not mine).
Usually those are results of somekind of malware attack (like worms), botnets, proxy users or Tor users. So
even tough Google is not Internet operator company it still wants to play network cop and even tought the
intention is good this really is more of the thing that ISP should be doing and not search engine company that
sells it's user searches and data for advertisers...

Anyway, let's try that Captcha and see what happens

Okay, so it didn't let us pass. Tracker number shows zero and Mixed blocked content warning diden't fire up. So
it obviously needs some cookie(s) enabled to let us pass.
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~ CyberDragon - 154 (Proxy edition) =8 R

File Help
& g § W
http:/fwww.google.de E3 General | Tracker Blocker | Cookie Control | Proxy | Enayption | Cache | CY{F

E]@@E s arch%3Fhi%Df-DERId=65368211422125294198captcha=yessednasubmit=Lahets 0% U CLEAN! Global Cookie Settings

[] Allow 3rd party cookies (recommended value: off)

Session cookies only (recommended value: on)

Cookies with HttpOnly attribute set {recommended value: on)
Cookies with Secure atiribute set (recommended value: on)

Jatka kirjoittamalla alla olevat merkit: Custom Cookie Rules
&) | Action . Domain Path  Name-Value

- - R.googiewcom 1/ GDSESS=."
Cipiti :
(4]

Lahets

« T r

€[] Clear Cookie List on page load  |Clear Cookie List|

Tietoja tasta sivusta

Cookie List

Jarjestelmamme havaitsi epétavallista likennetta tietokoneverkostasi. Action Domain Path  Name-Value Expiration time
Tama sivu tarkistaa, etta pyyntoja |ahetat sina eika robotti. Miksi
nAin kai? 3 Blocked google.com / PREF=ID=83fb7... to 10. joulu 21:0
I 3 Blocked .google.com / NID=67=i1d5X... ke 11, kesé 210

3¢ Blocked .google.de / PREF=ID=3bafa.. to 10.joulu 21:0
IP-0s0ite: 3 Blocked .google.de / NID=67=XPDw... ke 11, kesa 2L:0
Aika: 2013-12-10T21:08:10Z 3¢ Blocked .google.com / GDSESS=ID=55f
URL: http:/fwww google de/search?hl=fi-DE 3 Blocked .google.com / GDSESS=ID=73..

Okay, after setting the Cookie List to sort all the cookies by Time of they arriwal and checking the last arriwing
cookies we can see few session cookies there (Expiration time shows empty meaning that it is session cookie)
at the bottom of the list.

Session cookies are always good candidates to enable. So let's click the last cookie on that list, press that little
green up arrow on top of Cookie List view to move it to Custom Cookie rules view, enable it (there's a bug that
won't let you edit the cookie without enabling it first, I fix it in next version...) and edit it's domain and name-
value pair (all this is already done in the above picture).

As you can see from above picture I set domain as .\google\.com. I could have leaved it as just .google.com but
because this is a regular expression it would have not been exactly correct.

Later CyberDragon version will do that automatically for you, I promise...

As for name-value pair I let the name value as it is (GDSESS) and modified the value part to be .* meaning any
value. So the final name-value pair is: GDSESS=.*

Now let's try again that Captcha ...

Hmmm... Still nothing altought it shows clearly at Cookie List that GDSESS cookie from domain .google.com
is allowed. Maybe I typed that Captcha wrong? New try ....
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File Help

&

hittp: /fwww.google.de £ General | Trader Blocker | Cookie Control | Proxy | Enayption | Cache | C4[F
E]@E i search%3Fhi%3Dfi-DESid=1576465576333197299 18captch: shetsl [ Go! || 0% 3

Global Cookie Settings

Allow 3rd party cookies (recommended value: off)

Session cookies only (recommended value: on)

Cookies with HttpOnly attribute set (recommended value: on)
Cookies with Secure atiribute set (recommended value: on)

0

Jatka Kirjoittamalla alla olevat merkit: Custom Cookie Rules
@ |Acton Domain Path  Mame-Value
- - y \.google\.com  / GDSESS=."
(4]
(4]
L&hets
< T ' r
€[] Clear Cookie List on page load
Tietoja tasta sivusta
Coolde List
Jarjestelmamme havaitsi epétavallista likennetta tietokoneverkostasi. Action Domain Path  Name-Value Expiration time
Tama sivu tarkistaa, etta pyyntoja lahetat sina eika robotti. Miksi
nain kavi? 3¢ Blocked google.com / to 10. joulu 21:0
I 3 Blocked .google.com / ke 11, kesé 210
3¢ Blocked .google.de / to 10. joulu 21:0
IP-osoite: |G 3 Blocked .google.de / ke 11, kesd 21:0
Aika: 2013-12-10721:09:092 3¢ Blocked .google.com /
URL: http:/fwww.google de/search?hl=fi-DE 3 Blocked .google.com /
o Allowed .google.com / GDSESS=ID=ed
‘ 1m »
Damn! Still nothing! But wait a minnit ..... There's something new appearing in that Cookie List
" CyberDragon - 154 (Prowy edition) [E=S (=R

File Help
= 8 G W

http: /fwww.google.de [ General | Tracker Blocker | Cookie Control | Proxy | Encrypton | cache | CYfP
(][] C][%] ' "sooge comarmindeidrecicontine—hto: s goode defsearctiti=FoE 6ol ] 0%

Global Cookie Settings
[] Allow 3rd party cookies {recommended value: off)
Session cookies only (recommended value: on)
Cookies with HttpOnly attribute set (recommended value: on)
Cookies with Secure attribute set (recommended value: on)

Jatka kirjoittamalla alla olevat merkit: Custom Cookie Rules
@ | Action = Domain Path  Name-Value
- - M \.google\.com  / GDSESS=.~
[+
o
Lahetd
[ »
© [T Clear Cooke List on page load
Tietoja tasta sivusta
Cookie List
Jarjestelmamme havaitsi epatavallista liikennetta tietokoneverkostasi. Action Domain Path  Mame-Value Expiration tin =
Tama sivu tarkistaa, etta pyyntdja lahetat sina eika robotti. Miksi =
ndin ki? 3 ¥ Blocked .google.de 7 to 10. joulu =
I 3 ¥ Blocked google.de / ke 11. kesa 57
2 3 Blocked .google.com /
IP-osoite: 5 ¥ Blocked .googlecom i f
Aika: 2013-12-10T21:09:44Z 3 of Allowed .google.com / =
URL: http://www.google.de/search?hl=fi-DE ) Qf Allowed .google.com 7 GDSESS=]
5 ¥ Blocked .google.de 7 GDSESS=ID=73... ke 11. joulu ]
B o Allowed .google.com ! GDSESS=ID=b3 L4
« [ — »

Aha! Enabling GDSESS variable for .google.com was not enough. Because my traffic goes throught Tor and
exits at somewhere at Germany currently (Tor keeps changing your exit node) I need to enable that for
.google.de domain too ...

Let's add another custom cookie rule with the same GDSESS valuable as previously but set domain this time
to \.goolge\.de and let see what happens....

Tadaaa!
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However, now we have another problem. If Google needs that GDSESS cookie for all the other tld domains
too, not just .com, then we either have to add all them (which would be tiresome and stupid) or make a better
rule.

Let's remove that .\google\.de rule and make just one single, better rule to rule them all.
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As you can see there is now just one rule and domain part is now in a form of: \.google\..{2,3}
Notice the extra dot between \. and {2,3} ? It means any character. And {2,3} means: at least two but no more
than three.

So in essence this regular expression rule means domain name that starts with .google. and ends with any two
(like de) or three (like com) characters.

So, there! You have now your custom cookie rules set for google when using Tor network.
And they will be saved automatically when you exit CyberDragon.
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Unfortunately, as Tor sometimes changes your exit-node connection, you will then have to fill that Captcha
form again thanks to Google.... :-/

But at least it will now let you pass it! :-)

Keep in mind that all the troubles with Google had nothing to do with CyberDragon. This will happen with any
browser that tries to access Google trought Tor.

Just use CyberDragon browser with Tor like you would use Tor Browser and you should be safe.
See more from here:

https://www.torproject.org/download/download.html.en#warning

Surf Safe!
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Appendix C. Linux

Getting & Starting CyberDragon under Linux

Here's how you can use CyberDragon browser with Linux.

First: Get it from http://sourceforge.net/projects/cyberdragonbrowser/files/Linux/

Second: Extract it to some place. Most modern Linux distributions come with a nice GUI for that
task but if you are unlucky and don't have any then you can do the following command from
Terminal:

tar -xaSvf CyberDragonLinux_1.6.1.tar.bz2

Third: Go to the CyberDragon folder and find a file called CyberDragon and double-click it or from
Terminal:

cd CyberDragon_1.6.1
./CyberDragon

Please note that CyberDragon needs to have some X Window System desktop environment (like
Gnome, KDE, LXDE or Xfce) or X Window Manager (like Fluxbox or Openbox) running.

How to use proxy pingin with non-root user on Fedora 20 ?
In Linux only superuser (a.k.a. root) is allowed to open raw socket for doing ICMP echo
(a.k.a. ping). Normally, for non-root users, it's not possible to get latency (ping) of proxies without

some extra work.

For non-root users there are two options:

1. Set the setuid bit on of the CyberDragon.bin binary.
(not really recommended, because it gives too much rights)

2. Install libcap and then use setcap command to give CyberDragon.bin
binary the privileges to use raw sockets even for non-root users.
(use this if possible)

Option 1. setuid

chmod u+s CyberDragon.bin
Option 2. libcap

yum install libcap

chmod u-s CyberDragon.bin
setcap cap net raw-+ep CyberDragon.bin
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How to make Flash work with Fedora 20 & CyberDragon?

1. Go to
http://www.if-not-true-then-false.com/2010/install-adobe-flash-player-10-on-fedora-centos-red-hat-rhel/
and follow the instructions to install Flash.

2. After installing make sure that you have directory /usr/lib/mozilla/plugins and that
under that directory is a symlink pointing to /ust/lib/flash-plugin/libflashplayer.so

If not then create the directory and symlink with the following commands:

mkdir -p /usr/lib/mozilla/plugins && cd /ust/lib/mozilla/plugins
In -s /usr/lib/flash-plugin/libflashplayer.so .

Note the dot (.) at the end of second command.

3. Go to https://www.youtube.com and start watching
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Appendix D. Donations

If you find CyberDragon browser useful then please consider supporting it by donating.
There are two ways how you can donate.

1. Go to http://www.binarytouch.com/. On the right side there is a my bitcoin address that you
can use if you have bitcoins and want to donate some small sum. There is also QR code for
easier access with smartphone.

If you don't have bitcoins then you can use PayPal to donate. You don't need PayPal account
yourself but you do need a credit card.

2. Another option for supporting this project is by going to http://www.amazon.com/ and
buying my physicist father book(s).

He has published the following books (which I helped to edit):

Increase Endurance, Strength, Hormones and Sex with Adaptogenic Herbs and Foods
http://www.amazon.com/Increase-Endurance-Strength-Hormones-Adaptogenic/dp/1491281251/

Aphrodite: Stimulate Sex Life, Libido, Erection and Orgasm Naturally with Aphrodisiacs
http://www.amazon.com/Aphrodite-Stimulate-Erection-Naturally-Aphrodisiacs/dp/1489538054/

Obesity: Decrease Overweight Quickly and Naturally
http://www.amazon.com/Obesity-Decrease-Overweight-Quickly-Naturally/dp/1482560046/

Decrease Hypertension and Cholesterol Naturally
http://www.amazon.com/Decrease-Hypertension-Cholesterol-Naturally/dp/1478335025/

Thank You!
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